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A. This policy is designed to protect confidentiality and employee safety.  
 
B. On-Duty Prohibited Activity 
 

1. All social media activity is prohibited unless conducting approved Agency business while 
employees are on duty. 

2. Employees may not use Agency owned property such as desktop computers, laptop computers, 
cell phones etc. to access, view etc. any type of social media unless conducting approved agency 
business.. 

 
C. Off-Duty Prohibited Activity 
 

1. The following is a list of social media activities prohibited by Agency Employees while off-duty: 

a. unauthorized disclosure of confidential information related to: 
i. any child or family served by the agency 

ii. agency operations  
iii. personal confidential information of agency staff 

b. posting defamatory information about the Agency or its employees  
c. the use of Agency e-mail address to register for social media sites 
d. posting on behalf of the Agency without express authorization of the Executive Director  
e. posting information in violation of Agency policies (Sexual Harassment, Discriminatory 

Harassment, Hostile Workplace, HIPAA etc.) 
f. posting of speech or actions that are harassing, threatening, or could otherwise adversely 

impact the workplace. 
g. any activity that could be deemed a violation of State or Federal Law. 

 
D. This policy is not to be interpreted as an infringement on an employee’s free speech rights as 

guaranteed by the United States Constitution, Ohio Constitution, State and Federal regulations etc.  
 
E. Employees are not in violation of this policy if the social media activity they are engaging in is 

considered: 

1. Whistleblower activity 

2. Activity authorized by the National Labor Relations Act 

3. Postings concerning matters of “public concern” as defined under the First Amendment. 
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Note:  This is not an exhaustive list, rather a list of examples of activities not to be considered a 
violation of this policy. 

 
F. Employees are requested to use disclaimers regarding the expression of personal views where the 

Agency is implicated in some way. The Agency may be implicated by expressing a viewpoint that hints 
or directly states information concerning Agency  business/operations.  

 
1. A disclaimer should contain language that states: 
   

a. This is the viewpoint of the employee alone  
b. The Agency does not condone or endorse this viewpoint  
c. The Agency is not connected in any way to this viewpoint 

 
Note:  This section applies when an employee is expressing a viewpoint that is not in violation of 
this policy 

 
G. An employee in violation of this policy is subject to disciplinary action up to and including 

termination. 
 

GUIDELINES 
 

Please remember the following when involved in social networking activity while off duty: 
 

1. Everything written on the Internet can be traced back to its author. Information is backed up often 
and repeatedly and posts in one forum are usually replicated in others through trackbacks and 
reposts or references. 

2. Finding the identity of a poster/screen name is possible and creates an avenue for outside parties 
to link your personal writings to those you’ve done in a professional capacity. When you are 
engaged in a social media activity, always be mindful it may be viewed by other employee’s or 
Agency clients. 

3. You are considered a representative of the Agency. You are encouraged to use social media in an 
appropriate, professional manner. Inappropriate material displayed on the internet could result in 
members of the public forming negative and inaccurate opinions about the Agency and its 
employees.  

4. Employee safety is of great concern to the Agency. Identifying information and whereabouts about 
yourself and fellow employees placed on the internet may be used in a capacity that would 
threaten your safety and the safety of others in the Agency.  

5. In addition, staff are cautioned that: 

a. Social media and the internet in general are not conducive to, nor should they be used to 
handle workplace issues or disagreements 

b. It is advisable to post a statement on personal social media sites like blogs and web pages 
that the views expressed belong solely to you and are not those of your employer. 
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c. It is advisable not to friend other professionals in the community who could utilize posts to 
your site that could discredit you or bring harm to ACCS in any way, including through legal 
proceedings. 

d. Employees’ personal presence on social media and the internet can result in disciplinary 
actions if content is determined to be detrimental to the Agency, or if confidential 
information is shared. 

e. It is advisable to know the privacy policies and settings of any social media site, blog or 
web page and be aware that as private as you may believe these sites may claim to be, there 
is ample evidence that once posed, information is accessible for indefinite if not infinite 
periods of time. 

f. Communications in these venues is considered public record and open to subpoena and 
scrutiny. 

g. Privacy settings should be monitored on a consistent basis. 

 

Engaging with Clients or Former Clients via Personal Media –  
1. The act of connecting, known on Facebook as “friending” of others, is one that opens a door into 

the more personal side of social media sites. 
2. “Friending” a current or former client of the worker or the agency is prohibited as these 

relationships are no different than engaging in a personal relationship in the “real world” that is 
more tangible and concrete. Professional boundaries are critical to our work and the work of the 
Agency, therefore, great caution must be exercised. 

3. ACCS recognizes that staff utilize these sites to track activities of clients who use social media. Staff 
should use the highest level of discretion when balancing honest engagement with employees with 
the agency mission while understanding that content on social media sites can often be 
exaggerated or unrepresentative of reality. 

 
Definition:   
 
SOCIAL MEDIA – Content created by individuals using accessible and scalable technologies through the 
Internet. Examples of social media include, but are not limited to blogs, Facebook, MySpace, YouTube, 
Twitter, LinkedIn, RSS/SML Feeds, FourSquare, Flicker, etc.  
 
PROCEDURES 

 
Employees are requested to use disclaimers regarding the expression of personal views where the 
Agency is implicated in some way. The Agency may be implicated by expressing a viewpoint that hints or 
directly states information concerning Agency business/operations.  

 
A disclaimer should contain language that states: 
   

This is the viewpoint of the employee alone  
The Agency does not condone or endorse this viewpoint  
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The Agency is not connected in any way to this viewpoint 
 

REFERENCES 

 
Chapter 11 of the Personnel Policy Manual (Discipline) 

 
 

Procedure Approved: 6/1/2011 
Procedure Revised:      
  


